
Chapter 13Chapter 13

Digital SignatureDigital Signature

13.1

Copyright © The McGraw-Hill Companies, Inc. Permission required for reproduction or display.



Objectives
Chapter 13

To define a digital signature

T d fi i i id d b di i lTo define security services provided by a digital
signature

To define attacks on digital signatures

To discuss some digital signature schemes, includingTo discuss some digital signature schemes, including
RSA, ElGamal,

Schnorr DSS and elliptic curveSchnorr, DSS, and elliptic curve

To describe some applications of digital signatures
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1313--1   1   COMPARISON

L tL t b ib i bb l kil ki tt thth diffdiff b tb tLetLet usus beginbegin byby lookinglooking atat thethe differencesdifferences betweenbetween
conventionalconventional signaturessignatures andand digitaldigital signaturessignatures..

Topics discussed in this section:Topics discussed in this section:
13.1.1 Inclusion
13.1.2 Verification Method 390

Topics discussed in this section:Topics discussed in this section:

13.3

13.1.3 Relationship
13.1.4 Duplicity



13.1.1  Inclusion

A conventional signature is included in the document; it
is part of the document. But when we sign a documentis part of the document. But when we sign a document
digitally, we send the signature as a separate document.
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13.1.2  Verification Method

For a conventional signature, when the recipient receives
a document, she compares the signature on the documenta document, she compares the signature on the document
with the signature on file. For a digital signature, the
recipient receives the message and the signature. The
recipient needs to apply a verification technique to the
combination of the message and the signature to verify
th th ti itthe authenticity.
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13.1.3  Relationship

For a conventional signature, there is normally a one-to-
many relationship between a signature and documents.many relationship between a signature and documents.
For a digital signature, there is a one-to-one relationship
between a signature and a message.
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13.1.4  Duplicity

In conventional signature, a copy of the signed document
can be distinguished from the original one on file. Incan be distinguished from the original one on file. In
digital signature, there is no such distinction unless there
is a factor of time on the document.
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1313--2   2   PROCESS

FigureFigure 1313..11 showsshows thethe digitaldigital signaturesignature processprocess.. TheThe
sendersender usesuses aa signingsigning algorithmalgorithm toto signsign thethe messagemessage..
TheThe messagemessage andand thethe signaturesignature areare sentsent toto thethe receiverreceiver..
ThTh ii ii hh dd hh iiTheThe receiverreceiver receivesreceives thethe messagemessage andand thethe signaturesignature
andand appliesapplies thethe verifyingverifying algorithmalgorithm toto thethe
combinationcombination IfIf thethe resultresult isis truetrue thethe messagemessage isiscombinationcombination.. IfIf thethe resultresult isis true,true, thethe messagemessage isis
acceptedaccepted;; otherwise,otherwise, itit isis rejectedrejected..

13.2.1 Need for Keys
Topics discussed in this section:Topics discussed in this section:
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13.2.2 Signing the Digest



1313--2   2   Continued

Figure 13.1  Digital signature process
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13.2.1  Need for Keys

Figure 13.2  Adding key to the digital signature process

Note

A digital signature needs a public-key system.
The signer signs with her private key; the verifier 
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verifies with the signer’s public key.



13.2.1  Continued

A t t th i t d bli k f

Note

A cryptosystem uses the private and public keys of 
the receiver: a digital signature uses

the private and public keys of the sender.the private and public keys of the sender.
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13.2.2  Signing the Digest

Figure 13.3  Signing the digest
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1313--3   3   SERVICES

We discussed several security services in Chapter 1 We discussed several security services in Chapter 1 
including message confidentiality, including message confidentiality, message message 
authenticationauthentication, message integrity, and , message integrity, and nonrepudiationnonrepudiation. . 
A di it l i t di tl id th l t thA di it l i t di tl id th l t thA digital signature can directly provide the last three; A digital signature can directly provide the last three; 
for message confidentiality we still need for message confidentiality we still need 
encryption/decryptionencryption/decryptionencryption/decryption.encryption/decryption.

13 3 1 Message Authentication
Topics discussed in this section:Topics discussed in this section:
13.3.1 Message Authentication
13.3.2 Message Integrity
13.3.3 Nonrepudiation

13.13

13.3.4 Confidentiality



13.3.1  Message Authentication

A secure digital signature scheme, like a secure
conventional signature can provide message
authentication.

A digital signature provides message authentication.

Note

A digital signature provides message authentication.
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13.3.2  Message Integrity

The integrity of the message is preserved even if we sign
the whole message because we cannot get the samethe whole message because we cannot get the same
signature if the message is changed.

Note

A digital signature provides message integrity.

Note
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13.3.3  Nonrepudiation

Figure 13.4  Using a trusted center for nonrepudiation

Nonrepudiation can be provided using a trusted

Note
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Nonrepudiation can be provided using a trusted 
party.



13.3.4  Confidentiality

Figure 13.5  Adding confidentiality to a digital signature scheme

Note

A digital signature does not provide privacy.
If there is a need for privacy, another layer of
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If there is a need for privacy, another layer of 
encryption/decryption must be applied.



1313--4   4   ATTACKS ON DIGITAL SIGNATURE

ThisThis sectionsection describesdescribes somesome attacksattacks onon digitaldigitalThisThis sectionsection describesdescribes somesome attacksattacks onon digitaldigital
signaturessignatures andand definesdefines thethe typestypes ofof forgeryforgery..

Topics discussed in this section:Topics discussed in this section:
13.4.1 Attack Types
13.4.2 Forgery Types

Topics discussed in this section:Topics discussed in this section:
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13.4.1  Attack Types

Key-Only Attack

the attacker is only given the public verification key.

Known-Message Attack
the attacker is given valid signatures for a variety of messages known by 
the attacker but not chosen by the attacker

Chosen-Message Attack

the attacker but not chosen by the attacker.

Chosen-Message Attack
the attacker first learns signatures on arbitrary messages of the attacker's 
choice.
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13.4.2  Forgery Types

Existential Forgery

Existential forgery is the creation (by an adversary) of 
any message/signature pair (m,σ), where σ was not 

Selective Forgery

produced by the legitimate signer. 

Selective Forgery

Selective forgery is the creation (by an adversary) of g y ( y y)
a message/signature pair (m,σ) where m has been 
chosen by the adversary prior to the attack.  
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1313--5   5   DIGITAL SIGNATURE SCHEMES

SeveralSeveral digitaldigital signaturesignature schemesschemes havehave evolvedevolved duringduringgg gg gg
thethe lastlast fewfew decadesdecades.. SomeSome ofof themthem havehave beenbeen
implementedimplemented..

13 5 1 RSA Digital Signature Scheme
Topics discussed in this section:Topics discussed in this section:
13.5.1 RSA Digital Signature Scheme
13.5.2 ElGamal Digital Signature Scheme
13.5.3 Schnorr Digital Signature Scheme
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13.5.4 Digital Signature Standard (DSS)
13.5.5 Elliptic Curve Digital Signature Scheme



13.5.1  Continued

Key Generation
Key generation in the RSA digital signature scheme is
exactly the same as key generation in the RSAexactly the same as key generation in the RSA

N t
In the RSA digital signature scheme, d is private; 

d bli

Note

e and n are public.
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13.5.1  Continued

Signing and Verifying

Figure 13.7  RSA digital signature scheme
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13.5.1 Continued

As a trivial example, suppose that Alice chooses p = 823 and q =
953 and calculates n = 784319 The value of φ(n) is 782544 Now

Example 13.1

953, and calculates n = 784319. The value of φ(n) is 782544. Now
she chooses e = 313 and calculates d = 160009. At this point key
generation is complete. Now imagine that Alice wants to send a
message with the value of M = 19070 to Bob. She uses her private
exponent, 160009, to sign the message:

Alice sends the message and the signature to Bob. Bob receives the
message and the signature He calculatesmessage and the signature. He calculates
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Bob accepts the message because he has verified Alice’s signature.



13.5.1  Continued

RSA Signature on the Message Digest

Figure 13.8  The RSA signature on the message digest
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13.5.1  Continued

Note

When the digest is signed instead of the message 
itself the susceptibility of the RSA digital signatureitself, the susceptibility of the RSA digital signature 

scheme depends on the strength of the hash 
algorithm.g
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13.5.2  ElGamal Digital Signature Scheme

Figure 13.9  General idea behind the ElGamal digital signature schemeg g g
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13.5.2  Continued

Key Generation
The key generation procedure here is exactly the same as
th d i th t tthe one used in the cryptosystem.

In ElGamal digital signature scheme (e1 e2 p) is

Note

In ElGamal digital signature scheme, (e1, e2, p) is 
Alice’s public key; d is her private key.
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13.5.2  Continued

Verifying and Signing

Figure 13.10  ElGamal digital signature scheme
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13.5.3  Schnorr Digital Signature Scheme

Figure 13.11  General idea behind the Schnorr digital signature scheme

13.30



13.5.4  Digital Signature Standard (DSS)

Figure 13.13  General idea behind DSS scheme
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13.5.4  Continued

DSS Versus RSA
Computation of DSS signatures is faster thanComputation of DSS signatures is faster than
computation of RSA signatures when using the same p.

DSS Versus ElGamal
DSS i t ll th ElG l i tDSS signatures are smaller than ElGamal signatures
because q is smaller than p.
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13.5.5  Elliptic Curve Digital Signature Scheme

Figure 13.15  General idea behind the ECDSS scheme
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1313--6   6   VARIATIONS AND APPLICATIONS

ThiThi titi b i flb i fl didi i tii ti ddThisThis sectionsection brieflybriefly discussesdiscusses variationsvariations andand
applicationsapplications forfor digitaldigital signaturessignatures..

13 6 1 Variations
Topics discussed in this section:Topics discussed in this section:
13.6.1 Variations
13.6.2 Applications
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13.6.1  Variations

Time Stamped Signatures
Sometimes a signed document needs to be time stamped tog p
prevent it from being replayed by an adversary. This is
called time-stamped digital signature scheme.

Blind Signatures
Sometimes we have a document that we want to getSometimes we have a document that we want to get
signed without revealing the contents of the document to
the signer.the signer.
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